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A job seeker, who had been unemployed 14 months, came into my office excited. He was happy 
because he had received a job offer from a company in South America. He received an email 
from someone from the company saying he had been hired after review of his resume found 
online. He had not spoken verbally or interviewed with anyone from the company. His job was 
to accept wire transfers and checks from, take a percentage of the transaction and send the rest to 
the company. He would be able to work from home and all he had to do was have a checking 
account and internet access.  
 
I asked him for the name of the company and conducted an internet search that delivered no 
results. The company was not listed in any directory, mentioned in any articles and did not have 
a website. I convinced him to respond to the email and request additional information as well as 
a phone number to speak with someone from the company. His email was responded with a 
message saying that the phone lines were down and that he should complete an application 
(attached to the email). When I viewed the application, I was shocked to see that it did not ask 
about employment, education or references but just personal and banking information.  
 
During these difficult economic times, some are attempting to take advantage of the vulnerability 
of job seekers with email job offer scams. Most scams will advertise the opportunity to work-at-
home part-time, which is appealing to retirees, homemakers and those with a family that are 
struggling to make ends meet. Scammers are attempting to trick recipients, usually struggling job 
seekers, into “laundering” stolen money (victims may be unwillingly participating in illegal 
activities), giving up personal information for identity theft purposes and providing banking 
information to make an unauthorized debit.  
 
Job seekers should exercise extreme due diligence and caution if a job announcement or 
response: 

1. Mentions great pay working part-time from home with little or no details about the job 
duties or requirements 

2. Requests personal information (social security number, date of birth, checking account 
information, etc.) via email 

3. Says “perfect for retirees, students and stay-at-home moms” 
4. Contains many misspelled words, graphics and pictures 

 
Job seekers must exercise caution, diligence and most importantly – common sense. When 
something sounds too good to be true, it usually is. Never respond quickly to offer personal 
information through email without ensuring that you are communicating with a legitimate person 
from a legitimate company. If you think you are being scammed or feel uncomfortable providing 
information to a stranger (and you should), do not give the information and cease  
communication.  
 
You may file a consumer complaint with the FTC by calling (1-877-FTC-HELP) or by using the 
FTC’s online filing system, located at http://www.ftc.gov/.  

http://www.ftc.gov/

